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Along Came Federated Identity... Ge?.-echﬁ@%gh

Decouple Identities from Applications!
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Along Came Federated Identity... Gegrola | mecearsh
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Along Came Federated Identity... GegechA%%h
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So what about Trust, Liability, Security?
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And Today...




Current State of the Identity Ecosystem Gecraia &%%‘gﬂ

There exist many
- Trust Frameworks
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Current State of the Identity Ecosystem Gecraia &%%‘gﬂ

Each Trust
Framework requires
agreement across
many dlmensmns.
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Current State of the Identity Ecosystem Ge%echm[{fgﬂ

Many Trust
Frameworks are
monolithic and
opadque.




Achieving Cross-Framework Trust Geq.ggm%gh
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%/ Suppose this user needs

access to this RP.
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are at least five them face
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Option #1: User Creates a New Identity Gegra A%%‘g&“

But now she has to
manage multiple

idenﬁﬁes!
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Option #2: IDP Joins New Trust Framework Gegrgia &ﬁiﬂgﬁ

But joining a new Trust
Framework is complex

and expensive!
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Option #3: RP Joins New Trust Framework =~ ©eqraia &%gﬁ

Same problem here:
Joining a new Trust
Framework is complex |
and expensive!
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Option #4: Cross-Framework Relationship Gegggmgh

But this is fraught with
challenges at many
layers: technical, policy, .

legal, etc.
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Option #5: Bilateral IDP-RP Relationship ~ Geggia | mecearch

But this is highly UN-
scalable and also frauht

W|th chaIIen

Community

D Leust of Interest

: Framework C

- v > v
Federation IDTrust |- T g ?
o Ly N '
- v 3 RPN ¥ Framework B | g5 ¢ : e %
i 45" A o g S o S T
' 2 - 4).:‘?. > - "- l. e B 5 . '}; ‘{.;y .- A g e - ‘ ¥
2l L 9"» :/4_ > ‘r % A »
- » s By .-ldﬂJ\- :
o ! -
WY -~ " o Iy - X
we oy, = ¢ R . » ’
p— ‘l. A *' ‘ - . .
5 - J',’"} > > 4‘!*‘.,_}_,‘ . g
- ’:.f' S ol b



The Perspective from the LE Community Ge%{gﬁm%gh

Law Enforcement COIl has over Over 10,000 US LE agencies

I 1 million people in the US alone

::_:f:"“’-'-{") N Q. ¥ Required to share data across jurisdictions
*.J"‘ Tt - '’y
™  But et obey applicable LE agencies are autonomous
BRSNS access controls when sharing (NOT centrally funded)
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Trust between agencies isa B 3_Party trustis required due

fundamental requirement ||  to COI size and complexity
o “. _

T e, "‘ o ians? ,
Most users must have Legitimate business need to
high-assurance credentials interact with many other COls
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LE agencies are highly heterogeneous
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Agencies B Agencies || Agencies @l Agencies Forces Centers




The Perspective from the LE Community Ge?,.ggﬁﬂ%gh

Py \/’j
& (Global Federated Idcntity and Pn'vilcge Management

Global Justice
Information
Sﬁaring
Initiative

Publated o Lkaly 8o ba
felamac Soce Jzomaz =
M. OT Mg 2023




The Perspective from the LE Community Ge%gg&%%gh
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The Perspective from the LE Community Ge?,.ech&%%gh
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Some NIEF Members
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Texas Department of Public Safety

TXMAP Web Mapping Application
3 what is it?

The TXMAP application is3 multifaceted data mapping

“— . and reporting tool created by the Texas Departmentof

‘ —- Public Safety. TAMAP provides users accessto 3 variety
R of data ranging from secure critical infrastructure and

Institute for Eergovernmental Rescarch’

Post Office Box 12729

CargoNet

The Cargo Theft Prevention and Recovery Network

what is it?
CargoNet provides 3 multi-layered solution to the
cargo theft problem. CargoNet helps prevent cargo
theft and increases recovery rates by facilitating
secure information sharing among theft victims,
their business partners, and law enforcement.
CargoNet offers A24 hours = dey, 7 deys = week
fusion centar and cargo recovery netweork — staffed

Regional Information Shal

Congress an

ice

dminis

QJ)

The RISS Program is funded by
Justice Programs, U.S. Department of Just

d by the Bureau of Justice Assistance, Office of

a
(D

The RIS SNET Portal ourrently orovides sacure SCCESS 10 SEVICES &7 resources

%0 more Than 9,00
=%
KR) communities. In sadtion, RISS’ participeton in NIEF slows
ifierent levels Of suorization %0 NIEF users Dased upon user aTrioues.

tegera

Resources avalisdle D all fegeratad parner users:

RISS R

- RISS TemPage- imeink-d

R
RISS Resources susiisdie anly %0 Swem
Mose acing fr SLEQ

Law Enforcement Ofticers (S.

RISS Nationsl :&": =ro~:ra-w D2 55:\5": ‘WeD Ske-

RISS Of

omr

RISS — A Proven Resource for Law Enforcament™
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Tennessee

Meth & Pharmaceutical Task Force

HSIN

HSIN isthenation’s platform for sharing sensitive but

unclassfied information—enabling the Homeland Security
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Homeland Securi
Informafion Network

Homeland
Security

Apiary
Whatis Apiary? Who usesApiary

Apiary is an sautomated frame
analysis and threat int:
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Apiary proces

LA County Criminal History

samples per day
picture’ relationshi

Target Audience - Law Enforcement , Probation
and Prosecution

CCHRS is the LA County Criminal History System
used by Investigators and Prosecutors for filing
criminal cases within LA County. It contains over
12,000,000 subjects with their record of amests,
convictions,  sentences, custody status,
probation status, demographics and biometric
identifiers. Over 44 local police agencies, LA
Sheriff, LA District Attorney and LA Probation
utilize CCHRS for their daily operafions with
10,000+ transactions per day.

the Apiary commu
analysis prot
amongst 3 tru
confidently make

Brought to you by
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Status - Available Now (CCHRS-lite)

Sponsoring Agency - LA County Sheriff

Java

Contact Rolf Embom at 562-403-6559 or
rembom{@isd lacounty. gov
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A Variety of ID Ecosystem Perspectives Gegraia Aﬁg%‘m
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| Is the ID Ecosystem |
only about ' Identity
identification and B Provider

authentication?

_‘ ill Jane Doe

DOB: 3 May 1985

Or are attrlbutes
and authorization
fundamental to |t?

. Sex: F
Identlty Height: 5’ 6”
. Clearance: SECRET
Provider | 28 CFR Part 23: YES

- SLEO: YES
Employer: NYPD




A Variety of ID Ecosystem Perspectives Gegraia &ﬁm‘%ﬁ‘

Will the ID Ecosystem
have very few IDPs with
consistent user bases
and requirements?
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A Variety of ID Ecosystem Perspectives Qeorgia A e aron

Will Trust Frameworks | ID Trust
remain static over time? . = Framework
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ID Ecosystem Vision Geg;g;ﬁ&ﬁam@h
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Is it OK if the Trust Frameworks in the ID Ecosystem
are mostly non-interoperable and non-trusting

identity silos?
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Or does success demand that we at least provide a viable
strategy and framework for trust and interoperability between
various COls, ISEs, and Federations?
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What about a Trustmark Framework? egrdia A ROCCaen

If the frameworks were modular...
TN

r : — /
ID Trust ID Trust , ID Trust
Framework A Framework B / Framework C
FICAM NIST 800-63 m-
Lo m W OpenID

...then we get:

Greater transparency Greater ease of Greater potential for
of trust framework comparability reusability of framework
requirements between frameworks components
And, most Greater potential for participation in multiple trust frameworks

importantly: by ID Ecosystem members with incremental effort and cost
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What about a Trustmark Framework? egrdia A ROoCanen
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~ID Trust
Framework A Framework B / Framework C

Y, NIST 800-63 m-
SANIL 50 m oA S m OpeniD

These modular components are called Trustmarks.




A Few Examples of Trustmarks e oa A e earch

[\ FICAM SAML SSO Profile Technical
./ NIST 800-63 / FICAM LOA 3 Identity Trust

< Fair Information Practice Principles (FIPPs) Privac Y
) FIPS 200 Security Practices Security

» GFIPM Metadata Registry (User Attributes) ' Business

Trustmark Policies & Trustmark Agreements Legal
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A Trustmark-Based ID Ecosystem Ge%;%ﬁm%gh
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. Provider . Trustmarks can be acquired | X
. through a Trustmark Provider. | .




A Trustmark-Based ID Ecosystem Gegraia J_Lﬁgg‘m
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A Trustmark-Based ID Ecosystem Georgia | Recearch
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- Trustmark " Trustmark
- Provider Provider _
~ Trustmark : . .
{ Provider ' . Some Trustmark Providers .
| may specialize in issuing one ' ez

R ~ particular Trustmark. Others N - Trustmark
‘ |

Provnder
 Trustmark may offer many Trustmarks. 1
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A Trustmark-Based ID Ecosystem
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Trustmarks can be storedina |

Naird

' searchable Trustmark Registry. |
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Trustmark Registry




A Trustmark-Based ID Ecosystem Gegraia @ﬁ%%ﬁ
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A Trustmark-Based ID Ecosystem Ge‘%;%ﬁ&ﬁ‘m%gh
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Sources of Components Georg A@m@h
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)Ildn*\ll{‘_u U 1
Identit -
& Acce e

Business and - O - ~ APeriodic Table O-
D [ Federal Identity, Cry Systems Integrity O of Trust Elements O~
Trust ¥ O —— R
R— Trest Framework Pr initial Customer - ity | ———— l-—- l-—--l:x.lrl._. ”__l: I -I__I = ]
] isentification —

Levelsof |

Record and Z A
Document | Sm——
Crestion i

Record and

Document Use
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Source: Ken Kiingenstein, Internet 2




Creating Modular Common Components Ge%echwf@h
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Step 2: Break down and
reassemble requirements into Transformation ’
modular, reusable components Process

Step 1: Gather trust and
interop requirements
from many frameworks

AAMVA
Others

InCommon
IGFIPM

FICAM

NIEF

Step 3: Express modularized

requirements in a standard
format to encourage broad reuse

[ |

Trustmark Trustmark Trustmark
. . ONONO) .
Definition Definition Definition




GTRINSTIC Pilot Trustmark Analysis

Tech Institute
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\TD Name
1 .FICAM Bona Fides IDPO TD
2 FICAM LOA 2 Assertions TD

3 FICAM LOA 2 Authentication
Process TD

4 FICAM LOA 2 Registration and
Issuance TD

5 FICAM LOA 2 Token and Credential
Management TD

117 | ICAM BAE Metadata Consumption
D

118 ICAM BAE SAML Protocol
Requester TD

119 ICAM BAE SAML Protocol
Responder TD

120 NIEF Bona Fides APO TD

121 NIEF Bona Fides SCO TD

122 NIEF Bona Fides TIBO TD

Source

FICAM TFPAP, Section 3.3

NIST SP 800-63-1, Chapter 9.
FICAM TFPAP, Appendix A-2,
Assertions.

NIST SP 800-63-1, Chapter 8.
FICAM TFPAP, Appendix A-2,
Authentication Process.

NIEF Audit Policy, Section 4.1.4.
NIST SP 800-63-1, Chapter 5.
FICAM TFPAP, Appendix A-2,
Registration and Issuance.

NIEF Audit Policy, Section 4.1.1.

NIST SP 800-63-1, Chapter 7.
FICAM TFPAP, Appendix A-2, Token
and Credential Management.

NIEF Audit Policy, Section 4.1.3.

ICAM BAE SAML Metadata Profile,
Section 2
ICAM BAE SAML Profiles, Section 4

ICAM BAE SAML Profiles, Section 4

NIEF Audit Policy, Section 4.5.
NIEF Membership Agreement.
NIEF APO Participation Agreement.

NIEF Audit Policy, Section 4.5.
NIEF Membership Agreement.
NIEF SCO Participation Agreement.
NIEF Audit Policy, Section 4.5.
NIEF Membership Agreement.

NIEF TIBO Participation Agreement.

(& D E
In Use Essential
in NIEF? to Pilot? Type

n y bona fides

n y policy: ID
assurance

n y policy: ID
assurance

n y policy: ID
assurance

n y policy: ID
assurance

? n tech trust

? n tech interop

? n tech interop

n n bona fides

n n bona fides

y n bona fides

F G
Related Periodic
Trust Elements
Identity vetting of

Related TDs

NIEF Bona Fides IDPO TD
GFIPM SAML SSO Profile IDP TD.
FICAM SAML SSO Profile IDP TD.

Assurance -
Authentication rules

122
distinct

Assurance - ldentity

Procine trustmarks
et identified
S (so far)

GFIPM SAML Metadata Consumption TD

GFIPM-WS Attribute Provider SIP AC TD

GFIPM-WS Attribute Provider SIP AP TD

Covers
FICAM,
GFIPM, &
NIEF

Also covers
FIPPs

(privacy)
topics

communities




Trustmarks By Category

Georg A Resealich
Tech Ihstitute

Identity Assurance Policy
(10 Total, 10 Essential to Pilot)

Privacy Policy
(23 Total, 15 Essential to Pilot)

Technical Interoperability
(57 Total, 8 Essential to Pilot)

Technical Trust
(4 Total, 3 Essential to Pilot)

Security Policy
(18 Total, 18 Essential to Pilot)

Attribute Assurance Policy
(2 Total, 2 Essential to Pilot)

Organizational Integrity / Bona Fides
(6 Total, 3 Essential to Pilot)

Usability
(2 Total, 0 Essential to Pilot)




Scope of the NSTIC Trustmark Pilot Ge%echmggh

Concept Trustmark Sample TDs, TIPs, Samble Tools
Maturation Framework and Trustmarks P
| Trustmark Concept B Normative | | Comm. Protocol Trustmark
Presentation Trustmark Spec TDs & Trustmarks | Assessment Tool
Trustmark Pilot —_Normative TD Spec | | | Identity LOA TDs & for Trustmark
Concept Website Normative Trustmarks Providers
— Outreach to IDESG | TIP Spec ' | End-User Privacy Trustmark
Outreach to NIEF | Trustmark Policy TDs & Trustmarks Generating &
Membership Template || Security Policy TDs — Publishing Tool for
|| Outreach to SICAM Trustmark & Trustmarks Trustmark
Stakeholders — Agreement |  Other TDs & Providers
| Outreach to Other Template Trustmarks || Trustmark Registry
Stakeholders | | Sample TIPs for Query Tool
NIEF Community
é NIEF Pilot Q Expanded Pilot via NASCIO/SICAM
Issue Trustmarks to Current NIEF Members _| |dentify,SICAM.Use Cases |
| | Issue Trustmarks to More IDPs, APs, and RPs via
Modify Tech Framework, Specs, TDs, TIPs, a New Trustmark Provider
Policies, Agreements, and Tools as Needed | Demonstrate SICAM Use Cases in a
Multiple-Trustmark-Provider Marketplace




High-Level Project Plan & Timeline Gegraia Aﬁ%‘gﬁ

Q4 2013 | Q12014 Q2 2014 | Q32014 Q42014 Q12015 Q22015 Q3 2015
Develop e . _“_j‘_‘ ’

Concept !
Develop Triistmark Framework Refine W w,'-,uw

Yy
Develop Sample TDs, S | | 1Y
Trustmarks, and TIPs , WM Viauenis, \’w ® Ngaeay /l Y
Develop and Refine Sample Trustmark Software Tools ]

Develop SICAM Use

I I
. Re p Use Cases & Scenarios as Needeo
N - Refine . muwaw Yy

'L =
Trustmark Pilot in NIEF i e

Expanded
Trustmark Pilot
SICAM
Demo

Outreach/Prep for
Expanded Pilot

Community Outreach

Project Oversight & Reporting




How the IDESG Can Help GegechA%%gh

* Review the trustmark framework
* Is the framework structured properly?
* Who should review it to help make this determination?

» Review the TDs developed through the pilot
* Do we have the right set of TDs?
* What TDs are missing?

- How well do existing TDs capture requirements from other
existing trust frameworks in the ID Ecosystem?

 Facilitate participation by the “right” TDOs
* What group is best suited to maintain each TD over time?
- E.g., NIST, FICAM, industry groups and SDOs, efc.
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Visit us at

https://trustmark.gtri.gatech.edu




