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The Trustmark Pilot Team 



In the Beginning… 

Lots	  of	  Applica-on-‐Specific	  Iden-ty	  Silos	  
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So	  what	  about	  Trust,	  Liability,	  Security?	  
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And Today… 

Lots	  of	  Federated	  Iden-ty	  Silos	  



Current State of the Identity Ecosystem 
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Each	  Trust	  
Framework	  requires	  
agreement	  across	  
many	  dimensions.	  



Current State of the Identity Ecosystem 
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Many	  Trust	  
Frameworks	  are	  
monolithic	  and	  

opaque.	  



Achieving Cross-Framework Trust 
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Suppose	  this	  user	  needs	  
access	  to	  this	  RP.	  

In	  today’s	  ID	  
Ecosystem,	  there	  
are	  at	  least	  five	  
ways	  to	  do	  it…	  

…and	  all	  of	  
them	  face	  
challenges.	  
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Option #1: User Creates a New Identity 
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Option #2: IDP Joins New Trust Framework 
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ID	  Trust	  
Framework	  A	  

ID	  Trust	  
Framework	  B	  

ID	  Trust	  
Framework	  C	  



Option #3: RP Joins New Trust Framework 
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Same	  problem	  here:	  
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and	  expensive!	  
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Option #4: Cross-Framework Relationship 
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But	  this	  is	  fraught	  with	  
challenges	  at	  many	  

layers:	  technical,	  policy,	  
legal,	  etc.	  
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Option #5: Bilateral IDP-RP Relationship 
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But	  this	  is	  highly	  UN-‐
scalable	  and	  also	  fraught	  

with	  challenges.	  
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The Perspective from the LE Community 

Required	  to	  share	  data	  across	  jurisdic-ons	  

Law	  Enforcement	  COI	  has	  over	  
1	  million	  people	  in	  the	  US	  alone	  

Over	  10,000	  US	  LE	  agencies	  

LE	  agencies	  are	  autonomous	  
(NOT	  centrally	  funded)	  

Trust	  between	  agencies	  is	  a	  
fundamental	  requirement	  

But	  must	  obey	  applicable	  
access	  controls	  when	  sharing	  

3rd	  party	  trust	  is	  required	  due	  
to	  COI	  size	  and	  complexity	  
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LE	  agencies	  are	  highly	  heterogeneous	  

Legi-mate	  business	  need	  to	  
interact	  with	  many	  other	  COIs	  

Most	  users	  must	  have	  
high-‐assurance	  creden-als	  



The Perspective from the LE Community 
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The Perspective from the LE Community 
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Some NIEF Members 



Where to from here? 



A Variety of ID Ecosystem Perspectives  
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Or	  are	  a@ributes	  
and	  authoriza-on	  
fundamental	  to	  it?	  

Is	  the	  ID	  Ecosystem	  
only	  about	  

iden-fica-on	  and	  
authen-ca-on?	  
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DOB:	  3	  May	  1985	  
Sex:	  F	  
Height:	  5’	  6’’	  
Clearance:	  SECRET	  
28	  CFR	  Part	  23:	  YES	  
SLEO:	  YES	  
Employer:	  NYPD	  

Access	  
Control	  
Policy	  



A Variety of ID Ecosystem Perspectives  

Or	  a	  large	  number	  of	  IDPs	  
with	  heterogeneous	  user	  
bases	  and	  requirements?	  

Will	  the	  ID	  Ecosystem	  
have	  very	  few	  IDPs	  with	  
consistent	  user	  bases	  
and	  requirements?	  
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A Variety of ID Ecosystem Perspectives 

Will	  Trust	  Frameworks	  
remain	  sta-c	  over	  -me?	  

Or	  must	  they	  constantly	  
evolve	  to	  meet	  new	  

requirements?	  
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ID Ecosystem Vision 

Is	  it	  OK	  if	  the	  Trust	  Frameworks	  in	  the	  ID	  Ecosystem	  
are	  mostly	  non-‐interoperable	  and	  non-‐trus-ng	  

iden-ty	  silos?	  



ID Ecosystem Vision 

Or	  does	  success	  demand	  that	  we	  at	  least	  provide	  a	  viable	  
strategy	  and	  framework	  for	  trust	  and	  interoperability	  between	  

various	  COIs,	  ISEs,	  and	  Federa-ons?	  



What about a Trustmark Framework? 

…then	  we	  get:	  

If	  the	  frameworks	  were	  modular…	  

Greater	  transparency	  
of	  trust	  framework	  
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Greater	  poten-al	  for	  
reusability	  of	  framework	  

components	  

Greater	  poten-al	  for	  par-cipa-on	  in	  mul-ple	  trust	  frameworks	  
by	  ID	  Ecosystem	  members	  with	  incremental	  effort	  and	  cost	  

And,	  most	  
importantly:	  
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What about a Trustmark Framework? 
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These	  modular	  components	  are	  called	  Trustmarks.	  



FICAM SAML SSO Profile 
NIST 800-63 / FICAM LOA 3 Identity 
Fair Information Practice Principles (FIPPs) 
FIPS 200 Security Practices 
GFIPM Metadata Registry (User Attributes) 

A Few Examples of Trustmarks 

Trustmark	  Policies	  &	  Trustmark	  Agreements	  



A Trustmark-Based ID Ecosystem 
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A Trustmark-Based ID Ecosystem 
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…each	  community	  can	  define	  a	  TIP.	  



A Trustmark-Based ID Ecosystem 
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Then	  each	  member	  of	  the	  community	  can	  acquire	  
the	  necessary	  Trustmarks	  based	  on	  the	  TIP.	  
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A Trustmark-Based ID Ecosystem 
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Trustmarks	  can	  be	  acquired	  
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A Trustmark-Based ID Ecosystem 
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Trustmark	  
Provider	  

Trustmark	  
Provider	  

Trustmark	  
Provider	  

Trustmark	  
Provider	  

Trustmark	  
Provider	  

Trustmark	  
Provider	  



A Trustmark-Based ID Ecosystem 
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A Trustmark-Based ID Ecosystem 
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Trustmarks	  can	  be	  stored	  in	  a	  
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A Trustmark-Based ID Ecosystem 
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Members	  of	  the	  ID	  Ecosystem	  can	  query	  a	  
Trustmark	  Registry	  to	  answer	  ques-ons	  such	  as:	  

“What	  other	  members	  of	  the	  ID	  Ecosystem	  have	  the	  
necessary	  Trustmarks	  to	  meet	  MY	  trust	  requirements?”	  

“What	  Trustmarks	  must	  I	  acquire	  to	  meet	  the	  trust	  
requirements	  of	  <MEMBER>?”	  



A Trustmark-Based ID Ecosystem 
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This	  collec-on	  of	  actors	  and	  en--es	  
is	  the	  Trustmark	  Marketplace.	  
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Trustmarks – What? Where? 
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Sources of Components 
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Creating Modular Common Components 

Transformation 
Process 

Step	  1:	  Gather	  trust	  and	  
interop	  requirements	  
from	  many	  frameworks	  

Step	  2:	  Break	  down	  and	  
reassemble	  requirements	  into	  
modular,	  reusable	  components	  

Step	  3:	  Express	  modularized	  
requirements	  in	  a	  standard	  

format	  to	  encourage	  broad	  reuse	  

Trustmark	  
Defini-on	  
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Trustmark	  
Defini-on	  



GTRI NSTIC Pilot Trustmark Analysis 
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dis-nct	  
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iden-fied	  
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Also	  covers	  
FIPPs	  

(privacy)	  
topics	  



Trustmarks By Category 

Iden-ty	  Assurance	  Policy	  
(10	  Total,	  10	  Essen-al	  to	  Pilot)	  

Privacy	  Policy	  
(23	  Total,	  15	  Essen-al	  to	  Pilot)	  

Technical	  Interoperability	  
(57	  Total,	  8	  Essen-al	  to	  Pilot)	  

Technical	  Trust	  
(4	  Total,	  3	  Essen-al	  to	  Pilot)	  

A@ribute	  Assurance	  Policy	  
(2	  Total,	  2	  Essen-al	  to	  Pilot)	  

Organiza-onal	  Integrity	  /	  Bona	  Fides	  
(6	  Total,	  3	  Essen-al	  to	  Pilot)	  

Usability	  
(2	  Total,	  0	  Essen-al	  to	  Pilot)	  

Security	  Policy	  
(18	  Total,	  18	  Essen-al	  to	  Pilot)	  



Scope of the NSTIC Trustmark Pilot 
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Stakeholders	  

Outreach	  to	  Other	  
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•  Review the trustmark framework 
•  Is the framework structured properly? 
•  Who should review it to help make this determination? 

•  Review the TDs developed through the pilot 
•  Do we have the right set of TDs? 
•  What TDs are missing? 
•  How well do existing TDs capture requirements from other 

existing trust frameworks in the ID Ecosystem? 
•  Facilitate participation by the “right” TDOs 

•  What group is best suited to maintain each TD over time? 
•  E.g., NIST, FICAM, industry groups and SDOs, etc. 

How the IDESG Can Help 



Visit us at 
	  
hJps://trustmark.gtri.gatech.edu	  
	  


