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The Trustmark Pilot Team 



In the Beginning… 
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And Today… 
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Current State of the Identity Ecosystem 
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  Trust	
  
Framework	
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  across	
  
many	
  dimensions.	
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  Trust	
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opaque.	
  



Achieving Cross-Framework Trust 
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Option #1: User Creates a New Identity 

ISE	
  A	
  

IDP	
   AP	
  

RP	
   RP	
  

IDP	
  

RP	
  

Federa-on	
  
B	
  

IDP	
   AP	
  

RP	
   RP	
  

IDP	
  

RP	
  

Community	
  
of	
  Interest	
  

C	
  

IDP	
   AP	
  

RP	
   RP	
  

IDP	
  

RP	
  

But	
  now	
  she	
  has	
  to	
  
manage	
  mul-ple	
  

iden--es!	
  

ID	
  Trust	
  
Framework	
  A	
  

ID	
  Trust	
  
Framework	
  B	
  

ID	
  Trust	
  
Framework	
  C	
  



Option #2: IDP Joins New Trust Framework 
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Option #4: Cross-Framework Relationship 
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Option #5: Bilateral IDP-RP Relationship 
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The Perspective from the LE Community 

Required	
  to	
  share	
  data	
  across	
  jurisdic-ons	
  

Law	
  Enforcement	
  COI	
  has	
  over	
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The Perspective from the LE Community 
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The Perspective from the LE Community 
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Some NIEF Members 



Where to from here? 



A Variety of ID Ecosystem Perspectives  
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A Variety of ID Ecosystem Perspectives  
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A Variety of ID Ecosystem Perspectives 
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ID Ecosystem Vision 
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ID Ecosystem Vision 
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What about a Trustmark Framework? 

…then	
  we	
  get:	
  

If	
  the	
  frameworks	
  were	
  modular…	
  

Greater	
  transparency	
  
of	
  trust	
  framework	
  

requirements	
  

Greater	
  ease	
  of	
  
comparability	
  

between	
  frameworks	
  

Greater	
  poten-al	
  for	
  
reusability	
  of	
  framework	
  

components	
  

Greater	
  poten-al	
  for	
  par-cipa-on	
  in	
  mul-ple	
  trust	
  frameworks	
  
by	
  ID	
  Ecosystem	
  members	
  with	
  incremental	
  effort	
  and	
  cost	
  

And,	
  most	
  
importantly:	
  

ID	
  Trust	
  
Framework	
  B	
  

ID	
  Trust	
  
Framework	
  A	
  

NIST	
  800-­‐63	
  
LOA	
  3	
   OAuth	
  

ID	
  Trust	
  
Framework	
  C	
  

FIPS	
  200	
  FICAM	
  
SAML	
  SSO	
   FIPPs	
   OpenID	
  



What about a Trustmark Framework? 
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FICAM SAML SSO Profile 
NIST 800-63 / FICAM LOA 3 Identity 
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A Trustmark-Based ID Ecosystem 
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A Trustmark-Based ID Ecosystem 
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A Trustmark-Based ID Ecosystem 
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A Trustmark-Based ID Ecosystem 

IDP	
   AP	
  

RP	
   RP	
  RP	
  

IDP	
   AP	
  

RP	
   RP	
  

IDP	
  

RP	
  

IDP	
  

RP	
   RP	
  

IDP	
  

RP	
  

AP	
  IDP	
  

TIP	
  B	
  TIP	
  A	
   TIP	
  C	
  

There	
  can	
  be	
  many	
  Trustmark	
  
Providers	
  in	
  the	
  ID	
  Ecosystem.	
  

Trustmark	
  
Provider	
  

Trustmark	
  
Provider	
  

Trustmark	
  
Provider	
  

Trustmark	
  
Provider	
  

Trustmark	
  
Provider	
  

Trustmark	
  
Provider	
  



A Trustmark-Based ID Ecosystem 

IDP	
   AP	
  

RP	
   RP	
  RP	
  

IDP	
   AP	
  

RP	
   RP	
  

IDP	
  

RP	
  

IDP	
  

RP	
   RP	
  

IDP	
  

RP	
  

AP	
  IDP	
  

TIP	
  B	
  TIP	
  A	
   TIP	
  C	
  

Some	
  Trustmark	
  Providers	
  
may	
  specialize	
  in	
  issuing	
  one	
  
par-cular	
  Trustmark.	
  Others	
  
may	
  offer	
  many	
  Trustmarks.	
  

Trustmark	
  
Provider	
  

Trustmark	
  
Provider	
  

Trustmark	
  
Provider	
  

Trustmark	
  
Provider	
  

Trustmark	
  
Provider	
  

Trustmark	
  
Provider	
  



A Trustmark-Based ID Ecosystem 

IDP	
   AP	
  

RP	
   RP	
  RP	
  

IDP	
   AP	
  

RP	
   RP	
  

IDP	
  

RP	
  

IDP	
  

RP	
   RP	
  

IDP	
  

RP	
  

AP	
  IDP	
  

Trustmarks	
  can	
  be	
  stored	
  in	
  a	
  
searchable	
  Trustmark	
  Registry.	
  

TIP	
  B	
  TIP	
  A	
   TIP	
  C	
  

Trustmark	
  Registry	
  

IDP	
  X:	
  
RP	
  Y:	
  
Etc.	
  



A Trustmark-Based ID Ecosystem 

IDP	
   AP	
  

RP	
   RP	
  RP	
  

IDP	
   AP	
  

RP	
   RP	
  

IDP	
  

RP	
  

IDP	
  

RP	
   RP	
  

IDP	
  

RP	
  

AP	
  IDP	
  

TIP	
  B	
  TIP	
  A	
   TIP	
  C	
  

Trustmark	
  Registry	
  

IDP	
  X:	
  
RP	
  Y:	
  
Etc.	
  

Members	
  of	
  the	
  ID	
  Ecosystem	
  can	
  query	
  a	
  
Trustmark	
  Registry	
  to	
  answer	
  ques-ons	
  such	
  as:	
  

“What	
  other	
  members	
  of	
  the	
  ID	
  Ecosystem	
  have	
  the	
  
necessary	
  Trustmarks	
  to	
  meet	
  MY	
  trust	
  requirements?”	
  

“What	
  Trustmarks	
  must	
  I	
  acquire	
  to	
  meet	
  the	
  trust	
  
requirements	
  of	
  <MEMBER>?”	
  



A Trustmark-Based ID Ecosystem 

IDP	
   AP	
  

RP	
   RP	
  RP	
  

IDP	
   AP	
  

RP	
   RP	
  

IDP	
  

RP	
  

IDP	
  

RP	
   RP	
  

IDP	
  

RP	
  

AP	
  IDP	
  

TIP	
  B	
  TIP	
  A	
   TIP	
  C	
  

Trustmark	
  Registry	
  

IDP	
  X:	
  
RP	
  Y:	
  
Etc.	
  

This	
  collec-on	
  of	
  actors	
  and	
  en--es	
  
is	
  the	
  Trustmark	
  Marketplace.	
  

Trustmark	
  
Provider	
  

Trustmark	
  
Provider	
  Trustmark	
  

Provider	
  

Trustmark	
  
Provider	
  

Trustmark	
  
Provider	
  

Trustmark	
  
Provider	
  



Trustmarks – What? Where? 
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Creating Modular Common Components 

Transformation 
Process 

Step	
  1:	
  Gather	
  trust	
  and	
  
interop	
  requirements	
  
from	
  many	
  frameworks	
  

Step	
  2:	
  Break	
  down	
  and	
  
reassemble	
  requirements	
  into	
  
modular,	
  reusable	
  components	
  

Step	
  3:	
  Express	
  modularized	
  
requirements	
  in	
  a	
  standard	
  

format	
  to	
  encourage	
  broad	
  reuse	
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GTRI NSTIC Pilot Trustmark Analysis 
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dis-nct	
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Also	
  covers	
  
FIPPs	
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Trustmarks By Category 

Iden-ty	
  Assurance	
  Policy	
  
(10	
  Total,	
  10	
  Essen-al	
  to	
  Pilot)	
  

Privacy	
  Policy	
  
(23	
  Total,	
  15	
  Essen-al	
  to	
  Pilot)	
  

Technical	
  Interoperability	
  
(57	
  Total,	
  8	
  Essen-al	
  to	
  Pilot)	
  

Technical	
  Trust	
  
(4	
  Total,	
  3	
  Essen-al	
  to	
  Pilot)	
  

A@ribute	
  Assurance	
  Policy	
  
(2	
  Total,	
  2	
  Essen-al	
  to	
  Pilot)	
  

Organiza-onal	
  Integrity	
  /	
  Bona	
  Fides	
  
(6	
  Total,	
  3	
  Essen-al	
  to	
  Pilot)	
  

Usability	
  
(2	
  Total,	
  0	
  Essen-al	
  to	
  Pilot)	
  

Security	
  Policy	
  
(18	
  Total,	
  18	
  Essen-al	
  to	
  Pilot)	
  



Scope of the NSTIC Trustmark Pilot 

Trustmark	
  
Framework	
  

Norma-ve	
  
Trustmark	
  Spec	
  

Norma-ve	
  TD	
  Spec	
  
Norma-ve	
  
TIP	
  Spec	
  

Trustmark	
  Policy	
  
Template	
  
Trustmark	
  
Agreement	
  
Template	
  

NIEF	
  Pilot	
   Expanded	
  Pilot	
  via	
  NASCIO/SICAM	
  

Concept	
  
Matura-on	
  
Trustmark	
  Concept	
  

Presenta-on	
  
Trustmark	
  Pilot	
  
Concept	
  Website	
  
Outreach	
  to	
  IDESG	
  
Outreach	
  to	
  NIEF	
  
Membership	
  

Outreach	
  to	
  SICAM	
  
Stakeholders	
  

Outreach	
  to	
  Other	
  
Stakeholders	
  

Sample	
  TDs,	
  TIPs,	
  
and	
  Trustmarks	
  

Comm.	
  Protocol	
  
TDs	
  &	
  Trustmarks	
  
Iden-ty	
  LOA	
  TDs	
  &	
  

Trustmarks	
  
End-­‐User	
  Privacy	
  
TDs	
  &	
  Trustmarks	
  
Security	
  Policy	
  TDs	
  

&	
  Trustmarks	
  
Other	
  TDs	
  &	
  
Trustmarks	
  

Sample	
  TIPs	
  for	
  
NIEF	
  Community	
  

Sample	
  Tools	
  

Trustmark	
  
Assessment	
  Tool	
  
for	
  Trustmark	
  
Providers	
  

Trustmark	
  
Genera-ng	
  &	
  

Publishing	
  Tool	
  for	
  
Trustmark	
  
Providers	
  

Trustmark	
  Registry	
  
Query	
  Tool	
  

1 2 3 4

5 6

Issue	
  Trustmarks	
  to	
  Current	
  NIEF	
  Members	
  

Modify	
  Tech	
  Framework,	
  Specs,	
  TDs,	
  TIPs,	
  
Policies,	
  Agreements,	
  and	
  Tools	
  as	
  Needed	
  

Iden-fy	
  SICAM	
  Use	
  Cases	
  
Issue	
  Trustmarks	
  to	
  More	
  IDPs,	
  APs,	
  and	
  RPs	
  via	
  

a	
  New	
  Trustmark	
  Provider	
  
Demonstrate	
  SICAM	
  Use	
  Cases	
  in	
  a	
  

Mul-ple-­‐Trustmark-­‐Provider	
  Marketplace	
  



High-Level Project Plan & Timeline 

Q4	
  2013	
   Q1	
  2014	
   Q2	
  2014	
   Q3	
  2014	
   Q4	
  2014	
   Q1	
  2015	
   Q2	
  2015	
   Q3	
  2015	
  
Refine	
  Concept	
  as	
  Needed	
  Develop	
  

Concept	
  

Refine	
  Framework	
  as	
  Needed	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  Refine	
  TDs,	
  Trustmarks,	
  and	
  TIPs	
  as	
  Needed	
  

Develop	
  Trustmark	
  Framework	
  

Develop	
  Sample	
  TDs,	
  
Trustmarks,	
  and	
  TIPs	
  

Develop	
  and	
  Refine	
  Sample	
  Trustmark	
  Sosware	
  Tools	
  

Trustmark	
  Pilot	
  in	
  NIEF	
  

Expanded	
  
Trustmark	
  Pilot	
  

Community	
  Outreach	
  

Project	
  Oversight	
  &	
  Repor-ng	
  

Refine	
  Use	
  Cases	
  &	
  Scenarios	
  as	
  Needed	
  Develop	
  SICAM	
  Use	
  
Cases	
  &	
  Scenarios	
  

Outreach/Prep	
  for	
  
Expanded	
  Pilot	
  

SICAM	
  
Demo	
  



•  Review the trustmark framework 
•  Is the framework structured properly? 
•  Who should review it to help make this determination? 

•  Review the TDs developed through the pilot 
•  Do we have the right set of TDs? 
•  What TDs are missing? 
•  How well do existing TDs capture requirements from other 

existing trust frameworks in the ID Ecosystem? 
•  Facilitate participation by the “right” TDOs 

•  What group is best suited to maintain each TD over time? 
•  E.g., NIST, FICAM, industry groups and SDOs, etc. 

How the IDESG Can Help 



Visit us at 
	
  
hJps://trustmark.gtri.gatech.edu	
  
	
  


